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OPS EA Principles 

environment that will enable cost effective solutions to meet new 

are corollary to those stated in the Information & Information 

2. Business 
Architecture 

Principles 

The Business Architecture principles are domain-specific principles 
built upon the foundation provided by the global Enterprise Architecture 
principles.  The intent of these basic generalizations is to guide the use 
and evolution of the OPS Business Architecture methodology. 

3. Information 
Architecture 

Principles 

In general, the Information Architecture principles have been developed 
based on the premise that principles are formally defined statements of 
beliefs that enable decisions, clearly lead to a single course of action 
and are enduring.  

In the OPS, Information Architectures are formal representations of 
business information describing information holdings, their structures, 
relationships and information infrastructure within the enterprise. 

Information Architectures document the organization’s business and 
technology environment, and can include, but are not limited to, 
business services and processes, business locations, computer 
applications, databases, data marts, data warehouses, communications 
networks, access channels, data components and data services. 

 

 

Introduction 
 

1. Enterprise The overarching vision for the EA is that it will be iterative and evolving, 
Architecture 

Principles 
and will guide the development of an integrated information 

business requirements. The global Enterprise Architecture Principles 

Technology Directive and lay the fundamentals for the development 
and evolution of domain-specific principles. The intent of these basic 
generalizations is to ensure that the practice of architecture is holistic 
and continues to fulfill its intended purpose. 
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4. Application 
Architecture 

The Government of Onta

Principles 

rio’s application architecture principles provide 
the foundation for enterprise application development initiatives.  

. Technology Technology Architecture principles are described in this subsection 
grouped under the following major headings: 

6. Security 
Architecture 

Principles 

inciples grouped under the 
following categories: 

• Authorization; 
• Assurance; and 

7. Privacy 
Design 

Principles 

 
 

  

5
Architecture 

Principles 
• Technology Principles; and 
• Infrastructure Service Principles 

This section presents security architecture pr

 

• Administration; 
• Availability; 
• Accountability; 

• Awareness and Training 
 

Privacy design principles support the informed consent and the control 
a person has on his or her personally identifiable information.  Ten 
design principles are listed. 
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1. Enterprise Architecture Principles 
 
The overarching vision for the EA is that it will be iterative and evolving, and will guide 
the development of an integrated environment that will enable cost-effective solutions to 
meet new business requirements. The global Enterprise Architecture Principles are 
corollary to those stated in the Information & Information Technology Directive and lay 

e 
in e of architecture is 
holis e
 
 
EAP #1: Mission-driven  
 
The Ontario enterprise architecture practice is mission-driven and aimed at 
promoting progress towards the goals of the Ontario Government. 
 
Rat
 
A business-led architecture is more successful in meeting strategic goals, responding to 
changing mission needs, and meeting citizens’ expectations. 
 
Implications: 
 
 Ensure archi emonstrate how the business serves the current 

government’s eds of citizens; 
 To the exten ate integration with 

descriptive re e tions, thereby allowing Ontario to 
collaborate with other governments;

 Follow the precept that architecture practice is not an end unto itself.  
 
 
EAP #2
 
The Ontario Enterpris
 
Rationale: 
 
An Enterprise Architecture that is explicit and pragmatic enables transformation of 
programs and services and minimizes enterprise redundancy. 
 
Implications: 
 
 Optimize lines of business and business solutions to benefit the enterprise as a 

whole; 
 Maintain an EA practice designed to reduce complexity and enable integration to the 

maximum extent possible; and 
Make best practices available to ensure architectural representations from all five 
architecture domains provide a minimal set of information sufficient to describe fully 
problems, opportunities and solutions.  

the fundamentals
tent of these ba

tic and conti

 for the development and evolution of domain-specific principles.  Th
sic generalizations is to ensure that the practic

nu s to fulfill its intended purpose. 

ionale: 

tectural descriptions d
 priorities and the ne

t possible, design artifact type definitions to facilit
pr sentations of other jurisdic

 and 

: Simplification 

e Architecture facilitates simplified government operations.  
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plications: 

tices in each domain to produce and promote practical 

applications and components are designed to meet reuse objectives 

ecture facilitates creating and changing an enterprise and its 
tions. 

pro
  
p

ices in each domain to produce and promote pragmatic and 
finitions; 

e enterprise.  These representations are for the most part 
 contributed by projects that reflect the state of some part of the organization 

tic 

t
r n; 

c

To 
info prise at all levels of abstraction. 

 
AP #3: Reuse E

 
Reuse of enterprise business and IT components reduces cost and complexity. 
 
Rationale: 
 
Reuse minimizes development, maintenance and support costs through the deployment
of common well-understood components. 
 
Im
 
 Define architecture prac

mechanisms for reuse; 
 Ensure reuse is one of the criteria of quality assurance review; 
 Encourage and reward reuse throughout the enterprise; and 
 Processes, 

 
 
EAP #4: Explicitness 
 
Explicit archit
business solu
 
Rationale: 
 
Formally developed and documented enterprise architectures form a baseline and 

vide an effective foundation for managing change. 
              

m lications: I
 
 Define architecture pract

useful artefact-type de
 Communicate best practices for artefact creation; and 
 Grow and maintain an accessible collection of descriptive representations to provide 

an evolving picture of th
artefacts
at the project’s conclusion. 

 
 
EAP #5:  Holis
 
En erprise architecture is the comprehensive view that results from the combined 
pe spectives of five architectural disciplines: business; information; applicatio

hnologyte ; and security. 
 

tRa ionale: 
 

provide business value over time enterprise architecture contains interrelated 
rmation covering all aspects of the enter

 
© Queen's Printer for Ontario, 2011                  6 Last Review Date: 2011-04 
                                                                                                              Next Review Date: 2011-10 



GO-ITS 56 Appendix A Status: Final Version 1.6 

 
Implications: 

 Establish and mature the architecture practise in the five architecture disciplines; 

alignment are provable; 
nterprise architecture review requirements include a set of artefacts from 

each domain sufficient to contribute meaningfully to an enterprise view; and 

 

 Ensure artifact type definitions include the means by which transformation and 

 Ensure e

 Include transformation and alignment as criteria for architecture review.  
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2. Business Architecture Principles 

e
e 

s

 
 
BAP# 1: BUSINESS PLANNING 
 
Business Architecture supports strategic and operational planning. 
 
Rationale: 
Business architecture practice includes the discipline and tools required to enable 
business strategic and operational planning. 
 
Implications: 

 Ensure business goals are aligned with enterprise priorities; 
 Position the business in the context of the broader enterprise; 
 Develop business model to meet operational objectives and strategic goals; and 

 Analyze business risk and develop strategies for risk management 
 
 
BAP #2:  COMMON VOCABULARY 
 
Business Architecture facilitates the development of a common business 
vocabulary. 
 
Rationale: 

A common business vocabulary enhances communication and understanding of the 
business. 

 
Implications: 

 Engage and consult with business stakeholders to ensure mutually agreeable 
business vocabulary; and 

 Ensure the business vocabulary is explicit. 
 
 
BAP #3:  SIMPLE AND FLEXIBLE   
 
Business Architecture enables simple and flexible business process design. 
 
Rationale: 

 
Th  Business Architecture principles are domain-specific principles built upon the 
foundation provided by the global Enterprise Architecture principles.  The intent of thes
ba ic generalizations is to guide the use and the evolution of the OPS Business 
Architecture methodology. 
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Opportunities for increasing efficiency, effectiveness, and quality can be identified and 
realized through simple and flexible business processes. 

siness processes for reuse; and 
 Design business processes to enable business agility. 

 

C 

usiness architecture describes the business model independently of supporting 
automation. 

Imp a

 level for 

 

ationale: 

dels are designed to meet the requirements of Government business areas.  

ns: 
 

efined and understood; and 
trategic goals, business objectives, and performance measures in terms 

of the outcomes for the target group. 

 
Implications: 

 Analyze business processes to simplify, integrate, eliminate redundancy, and 
increase efficiency;  

 Identify common bu

 
AP#4:  TECHNOLOGY AGNOSTIB

 
usiness architecture is not constrained by technology. B

 
Rationale: 

B
technology and provides the foundation for analysis of opportunities for 

lic tions: 

 Eliminate technology constraints when defining business architecture; and 
 Ensure automated processes are described at the business process

analysis and design. 

 
BAP #5:  CLIENT CENTRIC 
 
Business Architecture uses a client centric approach. 
 
R
 
Business mo
These business areas exist to meet the needs of target groups.   
 
Implicatio

• Ensure that the target group is well d
• Define s
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3. Information Architecture Principles 

In g e
pre liefs that enable decisions, 
cle  

 the OPS, Information Architectures are formal representations of business information 
ructures, relationships and information 

frastructure within the enterprise. 

formation Architectures document the organization’s business and technology 
, and can include, but are not limited to, business services and processes, 

business locations, computer applications, databases, data marts, data warehouses, 

chitecture Principles 

 
2. LIGNMENT WITH BUSINESS NEEDS:  Information Architectures Ensure 

Alignment  

CLEAR AND CONSISTENT: Information Architectures Facilitate Data Quality  

INTEGRITY, ACCESSIBILITY AND AVAILABILITY: Information Architectures 
le Integrity, Accessibility and Availability 

 

ALLY DEFINED 

Info
busi e
 
Rationale: 

 Well-defined information and data designs contribute to strategic decision-
making processes and service delivery. 

 
Implications: 

 Ensure the business information and data needs are clearly communicated; 

Introduction  

en ral, the Information Architecture principles have been developed based on the 
mise that principles are formally defined statements of be
arly lead to a single course of action and are enduring.  

In
describing information holdings, their st
in

In
environment

communications networks, access channels, data components and data services.  
 
Information Ar
 

1. FORMALLY DEFINED:  Information Architectures Describe Information 
Linkages 

A

 
3. 

 
4. 

Enab

 
More specifically: 
 
AP #1:  FORMI
 

rmation Architectures fully describe information structures and connect 
n ss information via information flows. 
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 Document the business information flows and linkages to enable a clear 
understanding by the data owners/custodians; and 

nts are aligned and 
integrated to meet business needs. 

f information 

processes, methods and standards; 

ogram areas to define information 

 Model, design, and develop information holdings using a top-down, enterprise-

P

Info t 
def it
 

ationale: 
d Information vocabulary enhances communications through clear 

  

well-defined and common vocabulary to adhere to when defining 
ation holdings; 

  to improve data quality, integrity and 
reliability; 

 clear information and data definitions to enable data sharing, integration, 
exchange and reuse across the enterprise; and 

 Reconcile and align with corporate information and data definitions. 
 

 Establish formal data administration processes. 

   
IAP #2: ALIGNMENT WITH BUSINESS NEEDS 
 
Information architectures ensure information requireme

Rationale: 
 Well specified designs maximize alignment and integration o

holdings with business processes.  

 
Implications: 

 Organize and document information holdings using information architecture 

 Engage and consult with business pr
requirements; and 

wide architecture approach. 

 
 
IA
 

 #3:  CLEAR AND CONSISTENT 

rmation Architectures facilitate data quality through clear and consisten
ions. in

R
 A well-define

and consistent definitions.
 
Implications: 

 Establish a 
inform

Establish business information standards

 Develop

 
© Queen's Printer for Ontario, 2011                  11 Last Review Date: 2011-04 
                                                                                                              Next Review Date: 2011-10 



GO-ITS 56 Appendix A Status: Final Version 1.6 

IAP
 
Information architectures provide an underlying framework to enable information 
inte i
 

tionale: 
te (integrity), accessible, and 

available, as required by the business. 

es processes that provide for integrity, accessibility and availability of the 

 odians are aware of the sensitivity of their 
information holdings they own/manage; and 

to information architecture modeling standards, best practices, and 
es.  

 #4:  INTEGRITY, ACCESSIBILITY AND AVAILABILITY 

gr ty, accessibility and availability. 

Ra
 Information needs to be concise and accura

 
Implications: 

 Defin
information and data; 
Ensure information owners and cust

 Adhere 
guidelin
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4. Application Architecture Principles 

troduction In

The Government of Ontario’s application architecture principles provide the foundation 
for te ld be 
design

Benefits of well-documented application architecture principles: 
 
 
 Fas
 

The ap ciples (APs) listed below provide guidelines for the design or 
purchase of applications and application components across the Government of Ontario.  

 
AP #1: TRACEABILITY 
 
The Application Architecture must enable business processes. 
 
Rationale: 

 Aligns to business; 
 Build for change; 
 Facilitates transformation of business architecture; 
 Enhances traceability to business requirements; 
 Maximize the effectiveness of the development project; and 
 Minimizes requirement mismatch 

 
Implications: 

 Need to ensure conformance to Enterprise Architecture practice in the creation of 
artifacts; 

 Need to follow a Systems Development Life Cycle methodology or applicable 
standard; and 

 Need to document stakeholder requirements well 
 
 
AP #2: FLEXIBILITY  
 
Application Architecture must be highly modular, multi-tiered, flexible, and loosely 
coupled. 
 
Rationale: 

en rprise application development initiatives.  It defines how applications shou
ed to gain maximum interoperability.  

 

Ease of integration of applications and application services.  
Efficient reuse of existing application assets.  

ter deployment of new applications.  
Better responsiveness to changing business needs.  

plication prin
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 Optimizes for agility; 

intenance; 
es scalability, upgradeability, supportability; 
s service and component reusability; 

 Enables Component-Based Architecture (CBA) & Services-Oriented Architecture 
(SOA) 

rn; 

on; 

P #3: INTEGRABILITY 

ster 

., potential delays in project completion); 
 maintenance and support; 

es duplication and multiple systems; and 
 Increases application flexibility 

Implica

 r integration; 

ationale: 
s the complexity of heterogeneous IT environments from business user; 

 Minimizes integration complexity; 
 Simplifies implementation, deployment and ma
 Enhanc
 Enable
 Ensures services are componentized; 
 Facilitates and improves maintainability; 
 Enables technology platform changes with minimum effect on business 

processes; and 

 
Implications: 

 Need to implement n-tier architecture patte
 Need to utilize application design patterns; 
 Need to establish a common approach to integrati
 Must consider component- or services-based architectures; and 
 An enterprise Services-Oriented Architecture strategy may need to be in place 

 

A

Application Architecture must reduce integration complexity and fo
application simplicity. 

Rat naio le: 

 Reduces costs; 
 Streamlines business processes; 
 Facilitates reuse; 
 Improves integration; 
 Minimizes application impacts (e.g
 Decreases application
 Minimiz

  
tions: 

 Need to follow standards (industry, open-standard, technology, security, etc.); 
Need to plan fo

 Need to develop loosely-coupled interfaces; and 
 Need to publish integration points 

 
 
AP #4: MODULARITY 
 
The Application Architecture must follow a service-based approach. 
 
R

 Hide
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 Allows internal and external business processes to be combined and recombined 
cess execution; 

, and cost effective; 

 ities for new business/services integration; 

 Promotes collaboration 
 

 Use standards-based approach; and 

 
 
AP :
 

he Application Architecture must support the concept of reuse before buy and 
buy before build. 

Rationale: 

 Aligns to business requirements; and 
izes application development, maintenance and support costs and related 

resource implications 

Imp a

 and cost-benefit analysis; 

on guidelines for conformance to EA practice 
 

AP #6: CONSOLIDATION 
 
The Application Architecture must promote consolidation first and integration 
sec d

ationale: 

 Reduces integration complexity; 

 Streamlines similar application into single systems; 
izes duplication of solutions; 

to support flexibility in business pro
 Enhances business agility; 
 Provides an IT architecture that is more flexible, agile
 Helps to ensure better interoperability; 
 Supports services transformation; 
 Improves Service Offering; 
 Potential for cost reductions through IT asset re-use; 

Creates opportun
 Better software and faster build (composite applications); and 

Implications: 

 Security and privacy awareness heightened 

 #5  BUY VERSUS BUILD  

T

 Reduces costs; 

 Minim

  
lic tions: 

 Need to conduct a fit/gap
 Need to comply with I&IT directives and operating policies; 
 Need to be market-aware; 
 Need to plan for integration; and 
 Need to follow the acquired soluti

 

on . 

R

 Reduces cost; 

 Facilitates consolidation of similar functions; 

 Minim
 Increases reuse across the enterprise; and 
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 Simplifies application maintenance and support 
  

Imp

fit analysis; 
 

n; and 
formance to EA practice 

 
 
AP

chitecture must enable interoperability. 
 
Ra

 Supports inter-jurisdictional initiatives; 
s a single enterprise; 

 Facilitates consolidation of similar functions; 

eamlining processes; and 
 Reduces cost 

Implications: 
 

 ed interface 

AP #8: REUSABILITY 

The p ations for reuse. 

Ra

 Reduces cost; 
 Fosters enterprise reuse; 

usability of its common components/services and 
applications; 

reases number of application/common components/services available for use 
by other new applications; and 

res consistency in the development of components/services  
 

Imp

rvices where feasible; 
 Architecture or Services-Oriented 

best practices; and 

lications: 

 Need to conduct a fit/gap and cost-bene
 Need to comply with I&IT directive;
 Need to plan for consolidatio
 Need to follow the acquired solution guidelines for con

 #7: INTEROPERABILITY  
 
Application Ar

tionale: 
 

 Helps to view the OPS a

 Facilitates data sharing between internal and external partners; 
 Supports str

 

 Need for enforced security standards; 
 Require open or industry standards; and 

Need to use standardiz
 
 

 A plication Architecture must assist with designing applic

tionale: 

 Encourages future re

 Promotes application assembly and component integration; 
 Inc

 Ensu

lications: 

 Need to reuse existing application components or se
 Need to employ Component Based

Architecture (SOA)as preferred architecture 
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 An enterprise Services-Oriented Architecture strategy may need to be in place 
 

AP #9: SHAREABILITY 
 
The Application Architecture must take a portfolio approach to analyzing, 
planning, designing, governing, and optimizing enterprise applications. 
 

ationale: 
 Optimizes application investment; 

 Improves application planning; and 

s: 
 Reduces of the number of applications; 

g and prioritization approach 

 
AP 0
 

he Application Architecture must anticipate and plan the replacement and 
gacy applications. 

Ra
 

deploying applications that are 
functionally deficient  

 Reduces likelihood of implementing solutions which are high-cost/high-

 Assists with planning for the replacement of applications - reduces ‘crisis’ 

 Facilitates a responsive enterprise I&IT posture that can respond to to changing 
rements over time 

 
Imp

 renewal strategy 
ible 

gacy and redundant 

 

LIANCE 

Application solutions must be developed using standard, common 
me

Ra

 

R

 Improvers reusability; 

 Enhances IT asset management 
 
Implication

 Focuses on application gaps; and 
 Enables an enterprise-wide application plannin

 

 #1 : UPGRADABILITY 

T
transition of le
 

tionale: 

 Minimizes likelihood and risk of developing and 

maintenance 

replacement and maintenance efforts 

requi

lications: 
 Need to establish a legacy
 Both business and IT must work together in the search for the best poss

replacement 
 Need to develop priorities for the replacement of obsolete, le

systems 

 
AP#11: COMP

thodologies. 

tionale:  

 
© Queen's Printer for Ontario, 2011                  17 Last Review Date: 2011-04 
                                                                                                              Next Review Date: 2011-10 



GO-ITS 56 Appendix A Status: Final Version 1.6 

 Standardizes development methodologies; 
 Increases likelihood of high quality deliverables; and 
 Reduces cost through common methodologies and tools  

e the 

AP 2

The Application Architecture and applications must be documented 

 Enhances traceability to business requirements; 
veness of the development project; 
t mismatch potential; and 

 Need to ensure adherence to EA practice in the creation of artifacts; 

ystem 

P #13

ments. 

Ra

  transformation of security requirements;  
 Enhances traceability to security requirements; 
 Maximize the effectiveness of secure applications; and 

y exposures 

 to ensure conformance to EA practice in the creation of application security 
ts; 

Implications:  
 Systems Development Life Cycle standards must be adopted to maximiz

effectiveness of the development process; and 
 Training will be required to support standard methodologies 

 

 #1 : SUPPORTABILITY 

comprehensively. 

Rat nio ale: 

 Aligns to business; 
 Facilitates transformation of business architecture; 

 Maximizes the effecti
 Minimizes requiremen
 Supports future maintenance of the system 

 
mplications: I

 Need to ensure the application design reflects the application architecture 
principles, practices, and standards; 

 Need to ensure the requirements traceability by cross-referencing the s
requirements with design elements; and 

 Need to follow a development methodology and/or applicable standard 
 
 

: SECURITY  A

Applications must meet the Security Architecture require

tionale: 

 Aligns to security policy, standards & procedures; 
Facilitates

 Minimizes securit

Implications: 

 Need
artifac
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 Need to ensure the application design reflects the security architecture principles, 

rencing the security 
ents with design; and  

practices, and standards; 
 Need to ensure the requirements traceability by cross-refe

requirem
 Need to follow a secure application development best practices  
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5. 
 
Overview
 
The principles are the foundation of the technology architecture that provides an 
effective framework within which the OPS Information & Information Technology (I&IT) 
organization can make decisions about their business, service offerings, its management 
style and structure as it relates to the use and implementation of technology. 
 
These principles provide guidance for understanding how technology, services, patterns, 
blueprints, components, delivery levels, responsibilities, etc. are required to develop, 
deliver, and manage technology.  They also help determine the impact of potential 
changes to the technology architecture 
 
Any changes to these principles may require changes to other documents, such as 
standards, other domain architecture documents, technical reference models, and 
agreements between service providers and service consumers.  Similarly, other 
architecture domain stakeholders should also refer to these principles whenever any 
change to their own domain architecture is being considered. 
 
 
Description of Technology Architecture Principles 
 
Technology Architecture Principles, Rationale, and Implications 
 
The principles are statements of intent or purpose related to the use of technology which 
enables I&IT systems to be of benefit to the OPS business.  The principles describe 
preferred practices to be followed when implementing new or upgraded technology, 
services, patterns, blueprints and components. 
 
Each principle is supported by statements that explain the rationale and benefits for 
following it as well as any implications, i.e. requirements, both for the business and I&IT, 
necessary to implement the principle in terms of resources, costs, and activities/tasks. 
 
Categories of Technology Architecture Principles 
 
The following groupings have been used: 

 
o Technology Principles 
o Infrastructure Service Principles 

 

Technology Architecture Principles 
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Technology Principles 

ership 

responsibilities as required (who) 
hat) 

gy 
s, services, quality levels, 

frastructure catalogues and portfolios, etc., as well as the interrelationships between 

 and tradeoff discussions to occur 
s and systems 

ts, technology architects, service providers 

 
Quality prehensive and include the following 
atego s 

  CONVENTIONAL 
o Scalability (throughput and response time)  
o Availability  
o Recoverability (transaction recoverability/rollback) 

  EXTENDED 
o Security 

 
 
TP #1: Own
 
As identified by the Architecture Governance framework, all models, patterns, blueprints, 
components, services, and technologies shall have owners.  They shall be responsible 
for their planning, management, administration and support. 
 
Rationale: 

• Ensure accountability/alignment for all I&IT services, patterns, blueprints, 
components and technologies 

 
Implications: 

• Define new ownership roles and 
• Must identify services, patterns, blueprints, components, and technologies (w
 
 

TP #2: Enterprise Technology Integration Model 
There shall be an Enterprise Technology Integration Model that defines basic technolo

rchitecture concepts such as patterns, blueprints, componenta
in
them. 
 
Rationale: 

• Establishes common concepts, vocabulary 
• Reduces miscommunication between I&IT stakeholders 
• Reduces model building/design effort 

 
Implications: 

• Model must be maintained, and communicated 
 

 
TP #3: Quality Level Metric (QLM) Approach 
 
Technology implementations require QLM negotiations

s early as possible in the design process between business stakeholdera
stakeholders including application architec
and operations and maintenance staff. 

 level metrics considered must be com
rie and aspects: c
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o Integrity  
y 

o Usability 
o Sourceability 

perability 
o Supportability 

o Upgradeability 
o Incremental “capacity on demand” for any quality level 

 
o Integrating new sources/consumers into the application 

Ra a

 Avoids narrow discussions of requirements - business stakeholders will have a 
clearer idea of the system they are asking for / getting 

ystem that is ultimately delivered – 

tions: 
• Need to ensure that processes, such as product selections, vendor of record, 

ning, requirements gathering, has the quality level metrics as part of the 

for quality level metrics 
d infrastructure 

TP :
Infrastructure maintenance, other than critical repairs, will be subject to SDLC rigour 
imilar to that for a new application/technology deployment initiative. 

ationale: 

intenance release strategy 
• egy to OPS business community 

• Need to re-evaluate maintenance as a training vehicle 
 

 Products and Platforms 

o Integrabilit

o Intero

o Affordability 
  ADAPTIVENESS / MODIFIABILTY 

o Reusability 

o Changing presentation logic  
o Changing business logic

 
tion le: 
• Facilitates non-functional requirements gathering 
•

• Better acceptance from the business on the s
fewer surprises for both the business and I&IT 

• Better fit of applications into the infrastructure 
• Better security and protection of privacy 

Implica

plan
requirements 

• Need to document, publish and enforce the requirement 
when developing solutions, services an

 
 

 #4  Infrastructure Maintenance 

s
 
R

• Reduce maintenance costs 
• Redirect resources to strategic maintenance initiatives 
• Reduce the risk of unsupported infrastructure that may result to significant 

unplanned downtime 
 
Implications: 

• Need to define ma
 Need to communicate release strat
• Requires a process to effect management cultural change 

 
TP #5: Rationalization of
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The variety s and platforms shall be rationalized.  Technological diversity 
shall be co ized.  
 
Rationale: 

• Red n technology 
• Incr  between products and platforms by eliminating islands 

of t
rces 

• Reduce maintenance complexity and costs 
• Lev

 
Implication

• Nee
• Nee to s 

uires migration path from current I&IT environment to a reduced set of 

 

ava b
system
con e
 
Rationa

• Increase capability for data, application and infrastructure service sharing 
f technology environment 

ect critical assets and increase the level of trust in service delivery 

Imp a
iteria 

A p f  of vendor 
sup r
 
Ra a

 Improved planning, management, risk assessment and flexibility to meet 

 of I&IT product
ntrolled and minim

uce cost of informatio
ease interoperability

echnology  
• Leverage I&IT skills and resou

erage vendor partnerships 

s: 
d to establish and communicate technology standards 
d  move I&IT decisions towards standards-based decision

• Req
technologies 

• May require application and technology changes 
• Requires a process to effect culture change in both I&IT and business clients 
• Policies, standards and procedures that govern acquisition of technology must be

tied directly to this principle 
 
 

TP #6: Produ
Products shal

ct Selection 
l be selected with regard to optimizing quality level metrics such as 

ila ility, technology standards, uniformity, the ability to integrate with existing 
s, cost and comply with OPS security and privacy requirements must be 
red. sid

le: 

• Reduce complexity, cost and risk o
• Reduce integration and system management costs 
• Ensure effective use of skills, vendor relationships and reuse of design and 

development assets 
• Prot

 
lic tions: 
• Technology evaluation and selection process needs to reflect integration cr
• May constrain the selection of technology 

 
 
TP : #7 Portfolio of Products 

ort olio approach should be adopted for planning and management of I&IT
po ted I&IT products, including software, hardware, and infrastructure 

tion le: 
•

changing business needs  
• Leverage both I&IT and vendor skills 
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• Reduce maintenance complexity and costs 
• Reduce overall risk to the business 

: 
e management process for I&IT products 

ses as well as any migration costs 

TP : 
he design, implementation and delivery of infrastructure shall adhere to the OPS 

chitecture principles.  The order of preference for infrastructure and 
infr r
 
Ra a

• enance complexity and cost of the infrastructure  

•  
 
Implications: 

mplement lifecycle management process for I&IT products 

rity/Privacy Design, Robustness and Resiliency 
ecurity and Privacy must be designed into systems as an integral part of the 

design process.  Systems shall be designed with robustness and resilience 
and  
ser e  and business 
con u
 
Rationa

ther 
design work has been completed. 

unintentional breach of OPS Security/Privacy policies 

nauthorized modification, destruction 
or disclosure of I&IT assets 

• To ensure critical program area services and systems are available through a 
ngency plan 

• Security/Privacy requirements must be determined with all stakeholders as part 
e QLM negotiation process 

s 
urity model must be developed for use 

across all applications, data, systems, and infrastructure 

 
Implications

• Need to define and implement a lifecycl
• Business cases must include the cost of maintaining products and vendor-

supported relea
 
 

 #8 Infrastructure 
T
technology ar

ast ucture components will be to reuse, buy and then build. 

tion le: 
Reduce maint

• Protect existing I&IT investments as needed 
• Increase the quality of I&IT solutions 
• Increase efficiency and utilization of I&IT resources 

Optimize quality level metrics

• Need to define and i
• May limit the choices of I&IT solutions 
 
 

TP #9: Secu
S
technology 

 so disaster recovery measures shall be put in place for all critical systems and
vic s that have been identified through a business impact analysis
tin ity planning. 

le: 
• Avoid unexpected costs and delays by treating it as and “add on” after o

• Avoid 
• Maintenance of public confidence in the OPS  
• Protection against theft, loss, damage, or u

recovery plan or a conti
 
Implications: 

of th
• Must support business driven security requirements based on legislation, 

policies, and business need
• A consistent, trusted and effective sec
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• Effective security & privacy administration processes and tools for assurance and 

• Threat and Risk Assessment (TRA) & Privacy Impact Assessment (PIA) 
ses shall be used to identify threats and risks and select cost effective 

 Program managers need to have business impact analysis and business 
continuity planning process developed and implemented 

ers need to be part of the process to conduct the business 

 
inistry during the design 

of new business processes. 
 shall facilitate the necessary Disaster Recovery Plans to support the 

Infr t
 

ce Development Life Cycle Framework 
All T
form l rk and process. 
 
Rationale:  

 which service 
get 

ing and risk review process 
• Orderly transition from business requirement through architecture to service 

lopment and deployment 
 
Implica

to provide 
es, roles and responsibilities 

 
anagement and business based on the life cycle 

 
 

mposition and Componentization of Services 
All T
archite ition Framework that identifies the IT component 
set
 
Ra a

accountability shall be required 

proces
controls which meet control objectives 

• A Vulnerability Assessment (VA) process shall be used to identifying and 
quantifying vulnerabilities in a system. 

•

• Program manag
impact analysis and selection of contingency and business continuity plans 

• Business impact analysis should be coordinated with value/risk analysis to
identify potential countermeasures to exposures to the M

• I&IT
Business Continuity plans 

 
 
as ructure Service Principles 

 
ISP #1: Servi

I&I  infrastructure services shall be defined and managed in accordance with a 
a service development life cycle framewo

• Business and I&IT organizations need a framework within
development can be structured and managed to ensure on-time, on-bud
delivery of effective services 

• Effective allocation of work, roles and responsibilities 
• Manage technology and service development risk through well-understood 

decision-mak

deve

tions: 
• A service development life cycle framework must be in place 

guidance, best practices on required deliverabl
• Service development should not continue beyond the service launch unless there

is a formal agreement with m
model 

ISP #2: Deco
I&I  infrastructure services, whether purchased or developed internally, shall be 

cted using the Service Decompos
, and IT components used to build the IT service offering. 

tion le:  

 
© Queen's Printer for Ontario, 2011                  25 Last Review Date: 2011-04 
                                                                                                              Next Review Date: 2011-10 



GO-ITS 56 Appendix A Status: Final Version 1.6 

• Provides a logical structure for the definition of OPS I&IT infrastructure services 
with both internal and external service value chain is represented in a consistent 

• 
nsures that service interdependencies are 

• nt reuse 

 
Implica

• position Framework must be in place 

k 
 Common vocabulary needs to be consistent throughout the enterprise and 

definitions are understandable and available to users 

 
P #3: Portfolio of Infrastructure Services 

 management of I&IT 

ationale: 
oved planning, management, risk assessment and flexibility to meet 

• 
 
Imp a

• aintaining services 

 
P #4: Infrastructure Service Quality Level Metric (QLM) Approach 

vices, and infrastructure must be designed to optimize the quality level 
me s when 
require  
cat

• 
• to work with common service management disciplines (integrability/ 

supportability) 
 Orientation towards centralized monitoring/management of services and service 

ationale: 
ilitates interoperability of services, systems and applications to smaller or 

larger platforms without extensive retooling 

manner 
Ensures I&IT infrastructure services can be built by integrating, brokering, 
creating service elements rapidly and e
captured and risk/impact assessment capabilities are achieved 
Enable service elements and compone

• Ensures consistency in the development of service elements and 
selection/acquisition of service components 

• Ensures services are componentized that drives utility computing model in 
delivery, offering, pricing and consumption on a “per-unit” basis 

tions: 
An enterprise Service Decom

• An enterprise service planning process needs to be in place to take full 
advantage of this framewor

•

 

IS
A portfolio approach should be adopted for planning and
infrastructure services. 
 
R

• Impr
changing business needs 
Reduce overall risk to the business 

lic tions: 
• Need to incorporate portfolio approach within and ITSM framework 

Business cases must include the cost of m
 

IS
Solutions, ser

tric .  Quality level metrics considered must be meaningful, measurable and 
d, enforced by and SLA.  It must be comprehensive and include the following

egories and aspects: 
Facilitating cost effective capacity changes (scalability/affordability) 
Ability 

•
components (supportability/affordability) 

• Provide proper security controls to comply with OPS Security and Privacy 
Policies. 

 
R

• Fac
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• Increase reusability of hardware or software 
Increase quality and effectiveness of I&IT solutions • 

 
Imp a

• 
s part of the 

 level metrics 
structure 

 are 

• Must consider service management as part of technology evaluation criteria & 
tes (may limit choice of IT solutions). 

• A negotiation required 
 

lic tions: 
Need to ensure that processes, such as product selections, vendor of record, 
planning, requirements gathering, has the quality level metrics a
requirements 

• Need to document, publish and enforce the requirement for quality
when developing solutions, services and infra

• Need to ensure service management process, resources, tools, governance
in place 

estima
• May require changes to existing technologies 
• Architecture and design must integrate with ITIL processes 

End client perspective and SL
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6. S

 
These 
sec t
fou
sec it
 
Categorizing the Security
 
The ix itecture model are: 
 

2. Availability; 
 

3. Assurance; 
 

4. Accountability; 
 

5. Authorization; and 
 

6. Awareness and Training 
 
 
Each principle is described through one or more sub-principles.  Each principle and sub-
principle is elaborated upon using the following structure: 
 
• Number, Name and Description – one or two words that encapsulate the intent of 

the principal or sub-principle, followed by a brief textual description; 
 
• Rationale – a benefit statement; 
 
• Implications – a brief textual description of the actions required for compliance 
 
 

ecurity Architecture Principles 
 
Intr uod ction 

Security Architecture Principles present the fundamentals for cost-effective 
yuri  to safeguard the organization’s assets and resources and provide the 

ndation for ongoing risk mitigation.  The principles are based on accepted industry 
y architecture, information assurance and security modeur l design principles. 

 Architecture principles 

 principles underpinning the OPS security arc s h

1. Administration; 
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Administration 

 Assets 

ts and resources will be protected from loss, destruction or unauthorized 

st-effective and risk-

OP ters and service providers must effectively assess 
management and mitigate risks by defining, communicating, developing, improving and 

p

ity measures that adhere to OPS-wide requirements (i.e., 
rectives, operating policies and procedures, and guidelines). 
ecurity and Privacy Classification measures consistent with 

ate requirements; 
y policies, standards and guidelines in a manner consistent 

ments; 
rganizational level that are based on business-driven 

requirements; and 

rin

S security infrastructure (e.g., identification, 
thentication and authorization services and mechanisms) will be as secure, pluralistic, 

   

ationale: 
 
The impact of security mechanisms and services on business productivity is minimized, 
encouraging compliance with the security policies and practices of the OPS by way of a 
well-considered security model at the ministry, program and I&IT Cluster level. 
 
Implications: 
 

• Include zones of control and trust considerations in solution design when dealing 
with access control; 

• Implement solutions in a manner that is consistent with the security tenet of 
limiting access based on end-user role (e.g., OPS staff members, System 

 
rinciple 1 – Administration – Protection of I&ITP

 
O
u

PS I&IT asse
se or disclosure in accordance with its value, sensitivity and applicable legal 

requirements. 
 
Rationale: 
 
The appropriate implementation of I&IT security measures will be co
appropriate investments. 
 
I
 
mplications: 

S ministries, I&IT Clus

im
 

lementing: 

• I&IT secur
standards, di

• Information S
OPS policies and corpor

• Adequate securit
with OPS-wide require

• Security plans at the o

• Adequate security processes, procedures, and organizational governance 
structures that are commensurate with the value, risk, vulnerability and 
sensitivity of the assets being protected 

 
 

ciple 2 – Administration – Responsive and Cost-Effective P
 
The design and implementation of OP
au
simple, efficient, cost-effective, reusable and transparent to the end-user as possible.
 
R
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Administrators, third party partners, commercial users and private/individual 
consumers of OPS-offered services). 

IT infrastructure that are 
neither intrusive nor invasive. 

ent, 
tication and authorization (IAA), including: 

• Single system sign-on solutions; 
ulti-factor authentication schemes; and 

• Authentication and authorization solutions based on smart-card and biometric 

dministration – Auditable Compliance 

ith 
 

ss jurisdictional boundaries. 

Ration :
 
Audit s r 
technology ssess compliance with OPS 
standa ,
 
Implica
 

• 
risdictional data sharing, multi-

jurisdiction access to OPS I&IT resources and infrastructure); 
• Ensure 3rd party and non-OPS service providers comply with OPS I&IT 

• OPS I&IT Security models, plans, programs and governance groups must 

1. Security policies, standards and guidelines related to; 
• Security research findings valuable to the enterprise; 
• Policy management guidance and tools relating to I&IT security 

• Best practice guidance for developing security trust management 
models including criteria for determining appropriate trust levels;  

 

• Develop and implement security mechanisms and I&

• Develop and implement security mechanisms and I&IT infrastructure that 
conform with OPS policies and standards regarding identity managem
authen

• M

approaches. 
 
 
Principle 3 – A
 
The security of I&IT systems must be auditable, as required for compliance w
statutory, contractual, and policy requirements as well as de facto standards of care that
may apply acro
 

ale  

chedules for I&IT systems are consistent with the security models and plans fo
 solutions.  Audit activities of I&IT systems a

rds  legal, statutory, contractual and technical standards for security. 

tions: 

• Ensure ongoing security compliance and control; 
Ensure security-appropriate standards of care are met regarding 
safeguarding of I&IT assets (e.g., inter-ju

security policies, standards and requirements; and 

define, improve and communicate: 
 

 

(including PKI policy management); 
• Training programs and materials and resources related to information 

security and privacy classification, security trust models; and 

 
2. Security processes including: 

• Security communications and marketing; 
• Security awareness and training; 
• Resources and training materials relating to security awareness; 
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• Best practices for risk assessment and mitigation; and 
• Best practices for assuring compliance with OPS I&IT security 

irements; and 
 infrastructure alignment 

ssment development approaches; and 
• Inclusion of security-related components in systems development life 

d 
the sensitivity and value of information assets and/or resources that they 

Ration :
 
Target arc  
applica
 
Implica
 
The OP  o nicate: 

1.   Sec
• ts for the 

org iz
• Cri a

Inte it
• Ide y
• Aut n

app a
• Acc ss
• Audit trail requirements for both internal and external locations. 

 
2. Sec

• Co
• Co li

framework requirements and requisite security control structures 
 

 
3. Security structure-related information including: 

• People, processes and technology requ
• Criteria for application and

 
 

4. Auditing, monitoring and logging requirements including: 
• Risk asse

cycle 
 

 
5. Legal ramifications for non-compliance including the need to establish 

security and privacy service level agreements with Service Providers. 
 

 
 
Principle 4 – Administration – Commensurate Controls 
 
All I&IT systems will be designed, built and implemented to incorporate the level of 

security, privacy controls, auditability and control functions necessary anassurance, 
appropriate to 
consume, control, utilize or manage. 
 

ale  

hitectures, including those for technology refreshes or upgrades to legacy
tions, will be in compliance with security requirements. 

ntio s: 

rganization must define and commuS
 

urity policies, standards and guidelines related to; 
Info arm tion and data sensitivity and classification requiremen

an ation; 
teri  for determining appropriate level of assurance (Confidentiality, 

y, Availability) required to access infogr rmation assets and IT resources; 
ntit  requirements for I&IT solutions, assets, resources and applications; 

tication requirements for I&IT solutions, assets, resources andhe  
lic tions; 

 control mechanisms; and e

urity processes related to: 
mmunications; 
mp ance;  
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• Sec it
• Go n
• Aud (e

 
 
Principle 5 – Administration – Conform to Policies & Standards 
 
An I&IT enterp e curity 
architecture w o s as well as 
any related processes.
 
Rationale:
 
Security practi s
level must be a n
practice. 
 
Implications: 
 

• Ens
• Ensure ongoing compliance of OPS I&IT systems and solutions with 

requirements specified in corporate enterprise architecture and I&IT 
; 
ior management through the 

es. 
e 

ecurity directives and policies 
 

rance; 
Security processes; 
Communications plans, resources, strategies, etc.; 

ns; 
res and policies; 

 
 
Princip  6
 
Compli c y 
require n
 

at a
 

ur y testing and evaluation (ST&E); 
ver ance (review, endorsement and approval); and 
it xceptions and appeals). 

ris  architecture will include a security architecture.  The se
ineill c nform to I&IT security policies, standards and guidel

 

 

ce  and standards developed at the I&IT Cluster, Ministry of business unit 
lig ed with and conform to corporate I&IT requirements for I&IT Cluster 

ure compliance with security policies, standards and guidelines; 

systems/technology specifications and standards
• Demonstrate the support and commitment of sen

security communication process for OPS policies, standards and guidelin
• Communicate OPS security policies, standards and guidelines throughout th

entire organization as required. 
• Define and publish: 
 
1. S

2. Security standards and guidelines including: 
• Information Security and Privacy Classification requirements; 
• Criteria for determining appropriate level of assu
• 
• 
• Compliance requirements and expectatio
• Review and approval processes, structu
• Exemption, exception and appeals processes; 
• Monitoring- and auditing-related requirements; and 
• Security awareness and training materials. 

le  – Administration – Conform to Statutory Requirements 

an e with FIPPA, MFIPPA, PHIPA and successor legislation is a mandator
t. me

 
R ion le: 
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The en ture, security standards and guidelines will enable 
implem nd privacy related statutory and regulatory requirements 
(e.g., F d cy Act and related statutes, Ontario 
Govern
 

plications: 

d guidelines 
nts of 

 

 

rprise security architecture addresses availability of information assets, I&IT-
s holding and supporting security infrastructure, processes and 

Ration :
 
The enterp  
monito
(business 
configu i
 
 
Implic
 
The OP  and operations processes must address: 
 

• 
• 
•  contingency planning; 
• 
• 
• 
• 
• ontrol, identity [user 

o I&IT assets and resources.   

terprise security architec
entation of access a
ree om of Information and Protection of Priva
ment Privacy Design Principles). 

 
Im
 

he OPS enterprise security architecture, security policies, standards anT
must be designed to enable implementation of the access and privacy requireme
the Freedom of Information and Protection of Privacy Act and the Ontario Government
Privacy Design Principles. 
 
 

vailabilityA
 
Principle 1 – Availability – Security Process Support 
 

IT enteI&
based resource
tructures. s

 
ale  

rise security architecture will support key security processes such as
 ring and incident response, business continuity and contingency planning 
Impact/Risk Assessment and Analysis), disaster recovery, security 
orat n and capacity planning and security operations measures. 

ations: 

S security standards and guidelines

• Monitoring and reporting; 
Incident response; 
Business continuity planning; 
Disaster recovery (DR) and
Security design and implementation; 
Security configuration and capacity planning; 
Assurance; 
Forensics; and 
Security operations planning (e.g., identity and access c
id] management). 

 
 
Principle 2 – Availability – Controls Consistent with Risk & Value 
 
Safeguards to protect against breaches of security will be implemented to reduce 
potential risk t
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Rationale: 

he safeguards and level of response to threats will be consistent with the value, 

he OPS I&IT enterprise security architecture policies and procedures must include: 
• A statement defining what constitutes a breach of security and a delineation 

hich incidents and occurrences are security events rather than security 
incidents (Metaphorical example: rattling the door knob to see if it is locked 

• Information data sensitivity classification; 
feguards to prevent security incidents including patch management; and 

• A comprehensive set of mechanisms to assist with the detection, correction, 

o threats that are consistent with the value and sensitivity of the 
I&IT assets and resources; and 

ommitment to and demonstrable ability to support evidence preservation 
requirements of the enterprise. 

rinciple 1 – Assurance – Standards-based Security Services 

dopt and comply with industry-accepted/standard approaches regarding 
ue-diligence and standards of care in order to ensure the secure delivery of OPS I&IT-

n 
on-OPS parties. 

 
Ration
 
Securit s and security will be 
upheld e ent-to-Government (G2G), 
Govern s (G2B) context. 
 
Implica
 
OPS I&  s

• Security processes and structures; 

; 

 
T
vulnerability and sensitivity of protected assets or resources. 
 
Implications: 
 
T

of w

vs. trying to pick the lock). 
 
The OPS I&IT enterprise security architecture policy, standards and guidelines must 
define requirements for:  
 

• Sa

recovery and response to security breaches. 
 
The OPS I&IT security operational processes must define: 
 

• Responses t

• C

 
 
Assurance 
 
P
 
The OPS will a
d
based services and seamless and incident-free information exchange with and betwee
n

ale: 

y measures will comply with OPS and industry standard
 wh n parties interact either in a Governm
ment-to-Citizen (G2C), or Government-to-Busines

tions: 

IT ecurity architecture must define and improve: 
 

• Communication strategies, materials, plans and resources; 
• Compliance-related information resources and training tools
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• Asset control and protection strategies, services and mechanisms; 

he legal ramifications for non-compliance 
with security-related policies, directives, and statutory/regulatory 

quirements. 
 

d 

rinciple 2 – Assurance – Policy Compliance & Appropriate Response 

As per n
procedures
commissio
security as ations may supplement or enhance corporate 

IT security-related standards and guidelines where and when needed or appropriate 

ationale: 
 
The via it
assets d
 

plications: 

ecurity services and mechanisms will be employed as required, including: 

accountabi
 
Security n d 

rrangeme  resources or exchange of information 
ssets in the custody and care of the Ontario Government (e.g., Memoranda of 

g, Service Level Agreements) with parties external to the OPS. 

, 

 
peration of 

• Monitoring and auditing protocols, processes and techniques; and 
• Enterprise-wide understanding of t

re

OPS Security Standards and Guidelines must include control requirements for thir
parties. 
 

 
P
 

Ma agement Board of Cabinet approved OPS directives, operating policies, 
 and guidelines, ministries (and related scheduled agencies, boards and 

ns as required) will comply with corporate policies and standards related to 
 a minimum.  These organiz

I&
for their specific organization. 
 
R

bil y, protection, safeguarding, integrity, confidentiality and availability of I&IT 
an  resources necessary to support programs and services will be assured. 

Im
 
S
confidentiality, integrity, availability, reliability, authentication, authorization, 

lity, and auditability. 

 a d privacy review requirements must be included in all contractual and relate
nts involving access to OPS I&ITa

a
Understandin
 
 

rinciple 3 – Assurance – Accountability for Risk Acceptance P
 
I&IT architecture or systems which do not comply with approved I&IT Security Directives
Policies, Standards, Guidelines or Processes must be formally reviewed and risk 
accepted by both the Program Director and Corporate Security Officer.   
 
 

ationale: R
 
The appropriate level of oversight, accountability, management visibility/transparency
and decision-making will be applied with respect to the implementation and o
&IT systems that are non-compliant with OPS I&IT security requirements. I

 
plications: Im
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Need to design: 
 

• Risk management processes consistent with the value and sensitivity of I&IT 

 
Need to n
 

 
 

e 1 – Accountability – Ownership and Sensitivity Determination 

r, steward 

 

s: 

ies 

tory all OPS I&IT assets and resources and 
erson(s) accountable for same; 

m level; 
itivity 

rity measures and ensure they are implemented 

f 

T 
Cluster – must ensure that outsourcing or contracting out activities do not 

rogram heads. 

sources in support of the goals and objectives of the overall OPS I&IT enterprise 
itecture. 

assets and resources. 

 e sure that security processes include: 

• Compliance reviews and documented approvals; and 
• Periodic review of risk accepted systems as required. 

Accountability 
 

rinciplP
 
All OPS I&IT assets and resources must be accounted for and have an owne

nd custodian identified, documented and designated. a
 
Rationale: 
 
The value and sensitivity of all I&IT assets will be safeguarded in accordance with OPS
I&IT security directives, policies, standards and guidelines and the applicable statutory 
frameworks. 
 
Implication
 

• Determine and assign responsibilities, accountabilities, obligation, 
conditions and rules for designating accountability and authority to part
for securing assets and resources; 

• Have a process to inven
designate p

• Develop security plan, processes and structures at the progra
• Exercise proper employment of the information and data sens

classification requirements of the OPS; 
• Design reasonable secu

in order to safeguard the confidentiality, integrity and availability of I&IT 
assets and resources; 

• Define a threat/risk mitigation process for design and development o
enterprise-architecture and I&IT systems and infrastructure; and 

• Acknowledge delegation or contracting-out of operational activities in I&I

fetter lines of accountability of business owner and p
 
 
Principle 2 – Accountability – Parties Adhere to Security Policies 
 

arties are accountable for the appropriate and responsible use of I&IT assets and P
re
security arch
 
Rationale: 
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Adherence to enterprise security policies and standards is essential to achieve and 
maintain required levels of security. 
 
Implications: 
 

• Ensure enterprise architecture and systems are managed, operated and used 
appropriately, and to ensure remedies are available to the OPS in the event 

o not adhere to security policies and standards may 
be subject to disciplinary actions; 

and training requirements relating to 
I&IT security policies, guidelines, standards and directives; 

g security-related 

• Ensure proper vetting, document and approval of rules, conditions and 
obligations of employment; and 

e appropriate and ongoing security auditing, monitoring, logging and 
reporting activities are carried out. 

– Authorization – Auditable Rule-Based Access 

ationale: 

ational systems must be demonstrably auditable. 
 
Implications: 
 
Enable sec it  
assets and r s
of duties. 
 
Using data d
operating p  
to their clas
 
 
Principle 2  A
 
Access to u
Security meas

ith the value 

ationale: 

of a breach; 
o Parties who d

• Respond as appropriate to education 

• Ensure job descriptions outline responsibilities regardin
matters; 

• Ensur

 
 
 
Authorization 
 
Principle 1 
 
Access to information and information technology assets and systems must be 
controlled on the basis of business rules, conditions and obligations.  
 
R
 

ccess controls for operA

ur y, privacy and confidentiality by limiting access to information and I&IT
e ources in accordance with the principles of least privilege and separation 

an  information classification and sensitivity requirements and related 
rocedures, define the safeguards required for information holdings according
sification. 

 – uthorization – Restricting Secure Facilities Access 

sec re locations will be restricted to those with legitimate requirements. 
ures must isolate protected assets and resources from threats, consistent 
and sensitivity of the information and data holdings. w

 
R
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I&IT assets must not be vulnerable to security threats or hazards. 

nsure that standards are defined, approved, implemented, and enforced for 
 access to secure facilities and I&IT assets. 

wareness and Training 

rinciple 1 – Awareness and Training – All OPS Employees Responsible 
 
Awareness
and agent.
 
Rationale: 
 
Awareness rity programs 
and pla  a
organizatio
 
Implicat o
 

•
• rting 

processes; and 
• Include compliance related wording (including compliance monitoring) in the 

itions of Employment as appropriate. 

 

 and it is the manager’s responsibility to ensure staff members are 
trained. 

reness culture within the Ontario Public Service will reduce the overall 

ell as 

. 

 
Implications: 
 
E
safeguarding
 
 
 
A
 
P

 of Information and IT security is the responsibility of every OPS employee 
 

 and training facilitates the consistent execution of I&IT secu
ns cross the OPS and an adequate and uniform security posture for the 

n. 

i ns: 

 Include security and privacy responsibilities in job descriptions and contracts; 
Train all employees and agents in security procedures and incident repo

Cond
 
 

rinciple 2 – Awareness and Training – Managers Responsible for SecurityP
Awareness and Training 
 

wareness and training programs are an integral and on-going component of the OPS A
I&IT security

dequately a
 

ationale: R
 

 security awaA
threat of security breaches through human error or negligence. 
 
Implications: 
 

• Train all employees in security procedures, policies and standards as w
incident reporting protocols; and 

• Include compliance (including compliance monitoring) in the Conditions of 
Employment
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•
 
•
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•

(NIST) Special Publications 
 
• META Str
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7. Privacy Design Principles for Personal Information 

Objecti s
To ens  

e privacy of individuals with respect to personal information 
about themselves held by institutions,  

• provides individuals with a right of access to that information as stated in 
the Freedom of Information and Protection of Privacy Act ( FIPPA).  

e Government of Ontario’s Enterprise Information & Information 
echnology Architecture in all its stages, from planning through development, will, at a 

i
 

d  

(EIA) project was to develop a business-driven, top-down, government-wide architecture 
at would provide a framework and foundation for all information and information 
h

arch o co-ordinate initiatives across the 
overnment and to manage the impact of emerging technologies.  

 Ontario, data protection legislation provides the business direction regarding how 
s

the nsure that the data being 
aptured is kept in a secured manner. While data security is essential to the 

info , use and 
isclosure of their personally identifiable information.  Security is concerned with the 

h
Sinc ction of Ontario's Freedom of Information and Protection of Privacy Act, 

e power of Information Technology (IT) to collect, match, manipulate and re-use 
 link 

in o
creased the ability to manage, maintain and provide accurate information.  This 

ersonal 
pr

ch and technology driven 
usiness redesign pose new privacy risks if not implemented and managed carefully. In 

spirit or legal obligations of privacy legislation, they risk the 
accidental or deliberate creation of the capacity for overt or covert data surveillance and 
profiling of individuals. Limiting a technology's ability to conduct surveillance ensures 
privacy.  
 
The use of privacy design principles is one part of a two part process to ensure that new 
initiatives meet privacy protection requirements. Incorporating the privacy design 
principles at the beginning of business and I & IT planning cycles will ensure that, 
proposals be developed whose business and systems details conform to privacy 

 
ve :  

ture hat the government:  

• protects th

 
This means th
T
min mum, comply with FIPPA legislation.  

Backgroun
The mandate of the Enterprise Information and Information Technology Architecture 

th
tec nology projects across the Government of Ontario. The resulting enterprise 

itecture serves as a management tool t
g
 
In
per onal information is to be collected, used, disclosed and retained. For the most part, 

objective with technology design in the past has been to e
c
achievement of privacy protection, security does not equal privacy. Privacy relates to the 

rmed consent and the control a person exerts regarding the collection
d
aut entication, integrity, confidentiality and non-repudiation aspects of the data.  

e the introdu
th
information has grown exponentially. The capacity of IT to collect, process, store and

f rmation, including personal information, from separate government programs has 
in
increase in the power and capacity of  IT introduces real and perceived risks to p

ivacy if the technology is not designed at the outset to build in privacy. Modern 
nologies, including commercial "off-the-shelf" offerings, te

b
addition to violating the 
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objectives. It will also ensure that I & IT initiatives clearly identify any circumstances 
tives that 

appropriate investments in strategies and development 
revise such projects after an assessment of the 

project's pr c
privacy compli rior to approval of projects that 
involve changes in the management of personal information held in trust by government 
programs. 
 

he Government of Ontario is committed to ensuring the personal privacy of Ontario's 
 of new 

f Privacy Design Principles  

 
llects 

s 

 

 of 

BS approvals for funding or ministry approval to begin the project. In some 

where privacy may be at risk and any specific design and implementation initia
need to be introduced.  
 
This approach should preclude in
work, or the need to substantially 

iva y impact. A privacy impact assessment (PIA), the second part of the 
ance process, is an MBC requirement p

 

T
citizens. The privacy of individuals must be an integral component of the design
technology or information systems, not only at the beginning but throughout the 
development and maintenance of the technology or system. 
  
The Purpose o
Provincial, Territorial and Federal Ministers responsible for the Information Highway 
confirmed the importance of privacy protection at their June 12, 1998 meeting. The 
Ministers agreed to support the Canadian Standards Association Model Privacy Code as 
a minimum privacy standard and urged their colleagues and industries within their 
respective jurisdictions to meet or exceed the CSA Standard in their operations. 
The Ontario government is committed to keeping the personal information it co

ccurate and, secure. It is also committed to I & IT that has privacy design principlea
built in at the outset. Privacy design principles support the informed consent and the 
control a person has on his or her personally identifiable information.   Developing I & IT 
that is built on privacy design principles will ensure that individuals can make informed 
decisions about the purposes for which their personal information is collected or 
disclosed. The privacy design principles adhere to the Freedom of Information and 
Protection of Privacy Act (FIPPA) under legislation. The principles also reflect the CSA 
Model Privacy Code and the Fair Information Practices that embrace an international
standard regarding privacy. These principles provide a framework used in the 
development and ongoing refinement of the Government of Ontario's Enterprise 
Information and Information Technology Architecture and will ensure that the 
government protects the privacy of individuals with respect to personal information about 
themselves held by institutions and to provide individuals with a right of access to that 
information.  
 
In a number of the principles, reference is made to the use of privacy impact 
assessments (PIA). The need for a PIA is dependent on the extent and significance
the changes or additions to be made in a technology or in an information system; a full 
PIA may not be required to evaluate and address privacy concerns in all cases. 
 
All information or information technology projects which involve changes in the 
management and/or use of personal information must satisfy the PIA requirements 

efore Mb
cases, a full PIA will be required before the project can begin, whereas, in other cases, 
the PIA can be completed in stages aligned with the project. Guidelines and processes 
for determining PIA requirements will be developed.  
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LEGISLATIVE REQUIREMENTS 
The Freedom of Information and Protection of Privacy Act (FIPPA) applies to Ontario’s 
provincial ministries and most agencies, boards and most commissions, as well as 

t to 

he Freedom of Information and Protection of Privacy Act

community colleges and district health councils.  
 
The Act requires that the government protect the privacy of individuals with respec
personal information about themselves held by institutions, and to provide individuals 
with a right of access to that information. The Act also gives individuals the right to 
request access to government information.  
 
T  (FIPPA) establishes the 

to provide 
ation. R.S.O. 1990, 

tly or explicitly of a private or confidential nature, and replies 

information relating to the individual or where the disclosure of the 

 of personal 
information that is organized and capable of being retrieved using 

obligations of institutions  
 

to protect the privacy of individuals with respect to personal 
information about themselves held by institutions and 
individuals with a right of access to that inform
c. M.56, s. 1.@ 
 

The act defines personal information, as  
 

" recorded information about an identifiable individual, including,  
 
(a) information relating to the race, national or ethnic origin, 
colour, religion, age, sex, sexual orientation or marital or family 
status of the individual,  
(b) information relating to the education or the medical, 
psychiatric, psychological, criminal or employment history of the 
individual or information relating to financial transactions in which 
the individual has been involved,  
(c) any identifying number, symbol or other particular assigned to 
the individual,  
(d) the address, telephone number, fingerprints or blood type of 
the individual,  
(e) the personal opinions or views of the individual except where 
they relate to another individual,  
(f) correspondence sent to an institution by the individual that is 
implici
to that correspondence that would reveal the contents of the 
original correspondence,  
(g) the views or opinions of another individual about the individual, 
and  
(h) the individual's name where it appears with other personal 

name would reveal other personal information about the 
individual; ("renseignements personnels") 
 

and records systems as  
 

"personal information bank" means a collection
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an individual's name or an identifying number or particular 

"record" means any record of information however recorded,  

drawing, a diagram, a pictorial or graphic work, a photograph, a 

physical form or characteristics, and any copy thereof, and  
ing 

 

stitution; ("document")R.S.O. 1990, c. F.31, 

he Ac tion under 
their control by requiring that  
 

 
nder the control of the institution that is 

name or 

 
onal information banks setting forth, in respect of 

ation is used on a regular basis;  
;  

aintained;  

al of the 

FIPPA repre
ual privacy include the person’s or data subjects interest in 
overnment collects, uses and discloses his or her personally 

entifia overnmental 
require c provisions 
which provide the authority, without consent, to collect, disclo  disclosure of 

assigned to the individual; ("banque de renseignements 
personnels")  
 

whether in printed form, on film, by electronic means or  
otherwise, and includes,  
 
(a) correspondence, a memorandum, a book, a plan, a map, a 

film, a microfilm, a sound recording, a videotape, a machine 
readable record, any other documentary material, regardless of 

(b) subject to the regulations, any record that is capable of be
produced from a machine readable record under the control of an
institution by means of computer hardware and software or any 
other information storage equipment and technical expertise 

ormally used by the inn
s.2. 
 

T t further requires institutions to be open about the personal informa

A head shall cause to be included in a personal information bank
all personal information u
organized or intended to be retrieved by the individual's 
by an identifying number, symbol or other particular assigned to 
the individual. R.S.O. 1990, c. F.31, s.44.  
 
Personal Information Bank Index  
 
The responsible minister shall publish at least once each year an
index of all pers
each personal information bank,  
 
(a) its name and location;  
(b) the legal authority for its establishment;  
(c) the types of personal information maintained in it;  
(d) how the personal inform
(e) to whom the personal information is disclosed on a regular basis
(f) the categories of individuals about whom personal information is m
and  
(g) the policies and practices applicable to the retention and dispos
personal information. R.S.O. 1990, c. F.31, s. 45.@ 
  

sents the Legislature’s recognition that privacy is not absolute. Competing 
interests regarding individ

lly controlling how the gfu
id ble information, the public interest (e.g., public safety), and g

ments (e.g., reducing welfare fraud). For example, there are specifi
se, or refuse
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person nt, or to disclose in 
compe ith notice sent to the 
last kno
 
The req r the protection 
and ma d. There are  some 
cases w xemptions regarding a program or specific records 
exempt from the requirements under FIPPA.  
 
Over tim pretations of the 
public i tes. Accordingly, 
these d changes.  
 
RELAT
There are a number of information management requirements that must be considered 
in the d  Related but 
separa ss to non-personal 
govern onsibilities 
under archives legislation. 
   

he component architectures of EA are business, information, application, security and 
echno t each of these 

compo
 
In addi  to 
incorpo  particular technologies which permit 
anonymit gregation of personally 
identifia  
 
In addi cy Design 
Princip
 
1. 
 
Privac
Ontario onal information 
that is u  are in 
posses  
ability t
informa
 
Design Prin

 

al information for limited purposes relating to law enforceme
lling circumstances the health and safety of an individual w
wn address.  

uirements of FIPPA are the absolute minimum requirements fo
nagement of personal information that need to be followe
here there are legislated e

e the structures of government, the roles of programs, and inter
nterest may change and be reflected in new or amended statu
esign principles will evolve and be refined to reflect the statutory 

ED REQUIREMENTS  

evelopment of  I & IT projects. These principles address privacy.
te requirements not addressed in these principles include acce
ment information, recorded information management (RIM), and resp

PRIVACY DESIGN PRINCIPLES 
T
t logy.  Each of the privacy design principles must be applied agains

nents.  

tion to the privacy design principles, consideration should be given
rating the privacy enhancing advantages of

y, pseudonymity, improve security and maintain se
ble data to limit surveillance risks. 

tion to the requirements of FIPPA, which form the basis of the Priva
les, the following specific Design Principles apply.  

Accountability  

y Principle  
 government ministries and agencies are accountable for pers
nder their custody or control. This includes situations where ministries

sion of the personal information (custody) or situations where ministries retain the
o manage, restrict or administer the collection, use or disclosure of the personal 
tion in the hands of third parties (control).  

ciple  
Information and Information Technology sponsors will designate a point of accountability
through individual(s) to be held accountable for managing the privacy of personal 
information in the design and development and implementation of initiatives.  
 
Accountability practices include:  

1. Ensuring all privacy design principles have been incorporated 
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into the technology design, overseeing the organization's 
privacy impact assessments, initial and ongoing security risk 
assessments. 

be informed about how 

versight agencies and external independent 
auditors 

inistries and agencies will identify the purpose for which personal information is 

ct 
ersonal information. The identificat s must be conducted in a 

ollected, used and disclosed. Attention must also be paid to all instances where 
ersonal information is disclosed regularly to other programs.  

. Limits for Collecting Personal Information  

ly 

esign Principle  
ion of personal information must be incorporated into the design of 

e 
rsonal 

formation is to be collected for purposes other than for those previously identified or 

 

2. Ensuring information systems are capable of providing access 
to personal information on request and have the capacity to 
record who has/had access to the personal information and for 
what purpose.   

3. Ensuring staff managing the data are trained on privacy 
protection requirements.   

4. Ensuring information systems are transparent and 
documented so that individuals can 
their personal information is collected, used and disclosed. 

5. Establishing regular security and privacy compliance audits 
commensurate with risks to the data subjects and 
governmental operations, utilizing as appropriate internal 
auditors, public o

 
2.  Identifying the Purpose for Collecting Personal Information  
 
Privacy Principle  
M
lawfully collected at or before the time the information is collected.  
 
Design Principle  
Organizations must clearly identify and document the purpose(s) for which they colle

ion of collection purposep
systematic and evidence based fashion. Systems design must ensure the systems 
outcome is limited to the purposes for which personal information may be lawfully 
c
p
 
3
 
Privacy Principle  
FIPPA prohibits the collection of personal information unless the collection is express
authorized by statute, used for law enforcement or is necessary for the proper 
administration of a lawfully authorized activity.  
 
D
Limits on the collect
information systems to ensure that extraneous or unnecessary personal information is 
not collected. A privacy impact assessment should be completed in all cases wher
significant changes to collection practices are proposed or where additional pe
in
authorized.  
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Common m ated programs. 
Distinct ide
improper data matching. Design strategies that are based on data subject anonymity or 
pseudonymity are the preferred approach for applications that aggregate data from 
multiple o
 
4. Ob
 
Privac
While c ct, use, and disclose 
and destro ining consent will often be the preferred approach.  
 
Design
An informa subject's consent 
or lack of co ormation.  
Consent sh in any interaction 
with clients hether consent was 
provided o
 
Consent ca ided by traditional methods such as a signature on a mandated 
form, or through the use other means such as the use of access cards. For example, 

 by using an 
 m f the personal 

usiness transaction. However, consent could not be implied for other 

sing, Disclosing, And Retaining Personal Information 

ary for 

ann vided personal information for one 
d or disclosed to another Government body for an 

not be 

bases, whether for periodic, or data mart/warehouse functions, is only 
ermitted when in compliance with the Management Board Directive on Data Matching. 

ulti-program identifiers must be avoided for use with unrel
ntifiers for unrelated programs are required to reduce the opportunity for 

 pr grams for data mart/warehouse business analysis. 

taining Consent  

y Principle  
onsent is not the only legal means authority by which to colle

y personal information, obta

 Principle  
tion management system should be designed to capture the 
nsent to the collection, use or disclosure of their personal inf

ould never be assumed. The design of the technology used 
 should include the ability to identify in the system w
r not and/or whether it was required or not.  

n be prov

where an individual initiates a transaction with the Government of Ontario
TM achine, it can be implied that consent has been given for the use oA

information for the b
uses or disclosures that an average customer would not reasonably expect to be 
required to execute the transaction.  
 
5. Limits For U
Privacy Principle  
Personal information shall not be used or disclosed for purposes other than those for 
which it was collected, except with the consent of the individual or as specifically 
authorized by law. Personal information should be retained only as long as necess
the fulfillment of those purposes.  

 
Design Principle  
t c ot be assumed that where an individual has proI

purpose, the information may be use
unrelated purpose.  
 
Information systems must be designed to ensure that personal information can

sed or disclosed for unauthorized purposes.  u
 
FIPPA requires that where personal information is used or disclosed for purposes other 
than those described in the Directory of Records, the circumstances of such use or 
disclosure must be attached or linked to the personal information. Information systems 
must be designed to record/reveal such attachments or links.  
 
Data matching, or the aggregation of personally identifiable information from distinct 
program data
p
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6. Keeping Personal Information Accurate  
 
Privacy Principle 
Personal information should be accurate, complete and timely. The individual who 

rovides the personal information must have access to the data kept on file about them.  

esign Principle  
 should be designed to ensure that personal information can be 

hould have the ability to identify when data has been changed or modified, by whom, 
 in order to ensure accountability.  

ate 
ed regarding the changes in a 

mely manner.  

nt 
nt architecture.  

d conduct information classification reviews to determine the 
 is 
d 

 increase the accessibility of personal information in 
n information system should implement the most recent standards regarding encryption 

structure (PKI).  

yption  
• access controls  

p
 
D
Information systems
accessed and corrected upon request, or that a record of an individual's disagreement 
with the accuracy of the record can be attached to the original record. The technology 
s
and for what reason
 
A history of correction transactions is to be retained.  The technology should be 
designed so that this historical information or any inaccurate information is not routinely 
disclosed to persons other than the data subject. Anyone who has accessed inaccur
or historical information that is changed must be inform
ti
 
7. Safeguarding Personal Information  
 
Privacy Principle  
All personal information shall be protected by security safeguards appropriate to the 
sensitivity of the information and the risks to both data subjects and the governme
inherent in the information manageme
 
Design Principle  
Organizations shoul
appropriate level of security to be applied to personal information. The level of security
dependent upon the sensitivity of the information, its value to authorized programs, an
its value to unauthorized individuals or organizations.  
 
Initiatives that have the potential to
a
and Public Key Infra
 
Methods to protect personal information could include:  

• data encr

• remote access two-way user authentication  
• log in and password management  
• monitoring and auditing of employee access to personal information  
• risk assessments.  
 

8.  Openness  
 
Privacy Principle  
Ministries/agencies shall be open about the policies and procedures that apply to the 
management of personal information. Specific information about policies and practices 
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relating to the management of personal information shall be readily available. An 
d disclosure of his or her personal 

formation.  

ple 

uested, ministries and agencies 
hould be able to provide a full description of all circumstances where the organization 

 in the policy and the technology must also be available upon request.  
onsequently, information system changes must be clearly documented and readily 

ve Access to Their Personal Information  

stence, use, and disclosure of his 
r her personal information and shall be given access to that information. An individual 

llenge the accuracy and completeness of his or her information and 

ividual with copies of the 
ersonal information that is kept on files stored throughout the information management 

d to facilitate access by individuals to their 
ersonal information retained on the system, except where such access is not legally 

on request, an explanation must 
be ava l  explaining in easily understood terms what the data fields 
mean, e.g. what personal information is retained in each field. The system should be 
designe to sible to the individual. This 
principl s, in terms of how specific requests for 
more d i tems.  
Individu s
information managemen st be able to amend or annotate any personal 

rma bject to disagreement regarding accuracy. The system must also 
e th  notify third parties to whom incorrect personal information has been 

year preceding the correction of the changes to information or the 

individual shall be informed of the existence, use an
in
 
This principle is essential to the operation of Principle #1 - Accountability and Princi
#2 -Identifying the Purpose for Collecting Information.  
 
Design Principle  
An information system involving personal information should be transparent, so that 
individuals can verify how their information is being collected, used, or disclosed or 
destroyed. The types of transactions, the linkages within the system and the way in 
which personal information is collected, used, disclosed and retained must be clearly 
visible to data subjects and to system users.  When req
s
discloses an individual's personal information to third parties.  
 
Who has the authority to access what information and for what purpose must be clearly 
identified. When program or legislative changes are made to a program, information 
about the change
C
available, unless to do so would reveal details about security-related activities.  
 
9.  Persons Will Ha
 
Privacy Principle  
Upon request, an individual shall be informed of the exi
o
shall be able to cha
have it amended as appropriate.  
 
Design Principle  
An information system should be able to provide an ind
p
system without disrupting the on-going operation of the organization.  
 
Information systems must be designe
p
permitted (e.g. certain law enforcement information).  Up

ilab e to the individual

d  provide this information at the least cost pos
e complements Principle # 8 - Opennes
eta led information by individuals need to be addressed in information sys

agree and to correct their personal information. An al  have the right to dis
t system mu

info tion that is su
av e capacity toh

disclosed within the 
letter of disagreement.  
 
10. Challenging Compliance  
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Privacy Principle  
An individual shall be able to address a challenge concerning compliance with privacy 

quirements to a designated individual.  

inistries and agencies are accountable for the management of personal information 
or control and must respond to inquiries raised by individuals with 

es 

formation systems should be designed so that all transactions made on an individual's 

 from 
n individual. Unless otherwise specified in legislation, FIPPA requires a minimum one-

ion systems, the 
rogram’s record retention schedules and archive requirements will exceed the FIPPA 

re
 
Design Principle  
M
under their custody 
respect to the management of their personal information. The use of agents or 
outsourcing does not reduce this obligation. Agent or outsourcing agreements must 
specify the mechanisms to ensure the ministry or agency can meet its compliance 
obligations. Compliance issues may be raised directly with individual ministries/agenci
or may be communicated through the Office of the Information and Privacy 
Commissioner.  
 
In
file can be traced for accountability purposes. It should identify who input changes to a 
file, when the input was initiated and for what purpose.  
 
A history of transactions should be retained for a determined length of time for audit 
purposes, to respond to privacy complaints or to support requests for information
a
year retention period after the PI has been used. In most informat
p
minimums.  
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8. Copyright In
 

 Queen's Printer for Ontario 2011 

formation 

©
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